100 300 1500 ver.2010.8.2

m10000000000-30000000
150 000

J00d00d0b0000dMb20080 110 000
m00m

ooooooo

0000000000 00000 © 00000000 2010 1/(7)



100 300 1500 ver.2010.8.21

w10 -30-1500
15-1 00000000000

0b0bO000000Oo20080 110000

15-1-1 OO0
010 AES

AES] Advanced Encryption Standdid CO D 00 00000000000000000O0O0O
000000 FIPSI Federal Information Processing Standard™ 0 DES] Data Encryption
Standard?0000000000000 DESOOOOOOOOOOOOOOODOOODESO 3
00000 Triple DESI TDEA: Triple Data Encryption Algorithn 0 0 0 0 020 FIPS46-3
000000000000000 TripleDESOODESODOOOODOOOOOOODOOOO
gboboooooboobobobooo0oooboboboooobobobOooooobo
goooooooboobo

19970 M 000000000000 NIST National Institute of Standards and Technolagy
0O AESOOD00O00O0DO00O0O0O0OYAESOOOONDODOONONDONONONDNOONOOO
0000000000000 00 128000000000000000000 1280000
19200002560 000 300000000000 0000000O0OODODOOOO00O0O0
0000 0000000000000 o0o0oUoLDO0oLD0oo0oo0oooooD 20000
0000000000000 0000 AESO0O00DUooOoooooo

19980 8O UONISTOODOOD 150000000000000019990 800000
0 O Finalist Algorithms$1 O O 0 0 MARSO RC6&X Rijndeal] Serpent TwofishD OO0 0O O
000000020000 1000NISTO Rijndeald AESOOOO0O0OOOOFIPSOOOOO
00000000000000000020010 1100 AESODOO FIPS19P00000
gogoo
020000000000

00000000 SHA-1O SHA-20 SHA-224, SHA-256, SHA-384, SHA-5120 0 O
0000000 FIPS-180-20 0 Change Notice0 DO D0 O0DO0O00O0OO0 SHA-1O
SHA-2000O0OO0OO00O000000O0000SHA-1OOOOoOOoooooouooooooo

JO00OO0OONISTOOOOODOOOOOOD AESOOU0DO0O0O0O0O 20120000000
000D000O07020080 100000000000000

0000000000 00000 © 00000000 2010 2/(7)



100 300 1500 ver.2010.8.21

m10-30 -150
15-2 00O

OO00000000Mb20080 110000

15-2-1 NESSIE

NESSIE New European Schemes for Signatures, Integrity and Encryfiiaro0 0 0 0 O
0 EC: European Commission] 0 00 00 00 00 00O O Information Societies Technology
Programme D 0000002000000 200200 300000000000 00O0O0O0OO
000 AESO0000000O00O0O0O00O0O0UO0OUUODOO00OUDODUOOUOOOO
goboboobooooooobUoboboooUoobOobLOU0obOoboooUoobOobUobnooog
000o000O0o0O0bOO0bOO0bOO0o0O00O0oOO0DOO0oDOO0bOOoObOO0ObOOoDbDOOODOODODOO
0000000000000 0AESOO0O00O0O0OOOOOO IO0O00OO NOOoOooo
go3000000000000g

20030 2000000000000 OOOO 1311

0 1511 NESSIEEDO0O00O0O0O0O0O0OO

e NO0ODOOOOODO 1900
OO0 MISTYIOOOOOO
00 Camelid NTTOOOOOO
00 SHACAL-2000000
AESO FIPS1970

e NO0OOOOOOODO 600
oooooo

e 00DDOOOD 90D
00 ACEEncrypl 000D
00 PSEC-KEMINTTD
00 RSA-KEMO ISO/IEC18033-Z]

e JO0000OO0OOCOOOOCOOOOUCOOOODLODOO 300
00 Two-Track-MACO O O0OO0O0O0O0ODO
00 uMACOOOOOOOOOO
00 CBC-MACO ISO/IEC 9797-10
00 HMACO ISO/IEC 9797-T1
00 WhirpooOOOOOOOOOOO
00O SHA-256,SHA-384, SHA-512] FIPS 180-2]

e 000ODODOO 7ODO
00 ECDSAD 0000000
00 RSA-PSSI000O00O00OOOO
00 SFLASHO OO OOO

e NO0ODOOODO 100

0000000000 00000 © 00000000 2010 3/(7)



100 300 1500 ver.2010.8.21

m10-30 -150
15-3 00O

OO00000000Mb20080 110000

15-3-1 CRYPTREC

CRYPTREQU DO ODOOOOOOODOOODNODODOOOOOOODO200000000
00000000000000002001000000000000000O0OOOOO0OO
goooooooOo0ooooooo0oooooOoboOoooooOoobooDoobooooogo
gooooOo0oU0obooOoO0oOo0oUoboOoOooOoUobogoooo

0ooDo0ooOo0oDo0Oo0ooo0oooOo0oDooOo0ooOoooooooooooooom
gobooooooooooooOoooOooooooDbo0ooooooOooooooboobooOoo
gooooooooo0oO0ooOoOoOoUoO0opDOoOoO0O0oDOoOoOoOOoOoUO0oDbDOO00omOuoOoo
Jgoood0ooOoOoOooOo0oooOoOooDOoOooOoOOo0oDOoO0OooOOoO0oDoOoooooooOgag
goooo0oo0oDoooooooDoooooOooDooon

20030 300000000 UOO0OD0O0OOD0O0OO0OOOUOO0ODOO0DDO0ODO0ODO0OD
ooood

0000000000 00000 © 00000000 2010 4/(7)



100 300 1500 ver.2010.8.21

01%2 00000000000

oooo

ooo

ooooo ooo
ooooo

DSA

ECDSA

RSASSA-PKCS1-vI5

RSA-PSS

ooo

RSA-CAEP

RSAES-PKCS1-vl5

ooo

DH

ECDH

PSEC-KEM

ooooo 64000000000

CIPHERUNICORN-E

Hierocrypt-L1

MISTY1

3-key Triple DES

128000000000

AES

Camellia

CIPHERUNICORN-A

Hierocrypt-3

SC2000

ooooooo

MUGI

MULTI-S01

128-bitRC4

ooo oooooo

RIPEMD-160

SHA-1

SHA-256

SHA-384

SHA-512

000o0ooo

PRNGbased on SHA-1 in ANSI X9.42-2001 Annex C.1

PRNGbased on SHA-1 for general purpose in FIPS 186
(+ change notice 1) Appendix 3.1

PRNGbased on SHA-1 for general purpose in FIPS 186
(+ change notice 1) revised Appendix 3.1

2

2

oobooooooooO0O0O00 @ oooooooo 2010

5(7)



100 300 1500 ver.2010.8.21

m10-30 -150
15-4 0 OO

000000000 Ob20080 110 000

15-4-1 ISO/IEC

ISO/IEC JTCISC2T International Organization for Standardizafidn U O O O O O 0O/In-
ternational Electrotechnical Commisdion 0 0 O 0 0O 0O O O O Joint Technical Committeg/ 1
Sub Committee 27 00 I1SOOCDDOWOODOOODOOOODODOODOOOOOOOOO
gobooooobooboobooooboobooooooobooobooDboobobooo
OO0 IsOU0oDESOOOO0OUOODOODOUODOUOUOOOUOOOUOOOOOUODOOOOO
00d0o0O0000oobOo0o000obOOo0o0o0ooooOoo0oDobOoooooooOoOooon
J000O0ooOooo isoooooooOoO0oO0OO0O0O0OO0OOUOLDUOUUOUOoOOO

gooz000000000 ISO00 1803300000000 DOOUOOOoOOoOoOg
000000000000 000ISOIEC18033 00000000000 DOOO0O0OOO
0000010000000 20000000000 300000000000 4000
godoboboooobooooobbooobobooooboooobobboooooo
Do0oooOooAmendmeni 00000000000 O0O20080 100000000000
goobo0o0o0o0bO0dbO0bOO0oOoOoU0o000bO0ObDOobDODUO0ObOU0ObODbDODOoOOOo
gooo

01%3 00000D0oooo

goooooooooo oooo oooooooooooo
oo0o0oo ElGamalD D OO OO ECIES-KEMI O OO
0 1SO/IEC18033-2] KEMOOOOOOOOOO | PSEC-KEMI O OO
ACE-KEMO ODOOO
RSAOOOOOO RSAESIO00O0OO0O0OO00OO0OO
0o0000/KEM RSA-KEMOOOOOOOOO0O0OO
o00o0ooooooo HIMER)DOOO
goooo
oo0o0oo oo00o0ooo 64000000000 TDEAO O OO

MISTY1O0 O OO

CAST1280 0000

128000000000 AESO O OO
Camellidd 00O
SEEDO OO0
gooooono gooooooooo mMuGIo OO0
[ ISO/IEC18033-4] gooooo sNow200oooooo

0000 00oOSigneryptiond 000 00O 0O O OLightweight cryptographyl DO 0O 000
ooobooooo

15-4-2 0O O
0000000000000000000000 IETED Internet Engineering Task Forge

0000000000 00000 © 00000000 2010 6/(7)



100 300 1500 ver.2010.8.21

UogooDO0O0OOO0O0O0O00 300000000000000C0IETFOODOOOOOD
0000000000000000000IPSed IP Security Protocall PKIXO Public-Key
Infrastructur® X.5090 10 TLS] Transport Layer Securiyd 0 0 0000000000000
030000000000000000 IMT-2000 International Mobile Telecomminications-
20000 0000000000 3GPRAI 3rd Generation Partnership Projgé®0 3GPP21 3rd
Generation Partnership Proje@i®0 0000 000000000000000000O00O0
IMT-20000 00 000000020010 10000000000000000O0O0O0OIMT-2000
gbooboooboobouobooooobooob0oobogoboooboobLbooboobo
gooo00o0o0ob0O0bO00oO0ob0O0bO00oDOO0bOo0obOO0ODOOoO0obO0ODO0OoDODO
gboboobooobobobobooooooobobobooooboboboooobo
O00O0O0ooIMT-20000 00000 W-CDMACO Wideband-Code Division Multiple Access;
00000 DSODirect Spread -COMAO OO 000000000 DMMOOOOOOOO
000 3GPPOOU0O0OODOODODOOOOO MISTY1IOODODOODOODOUOODODODODODODODOOO
0000000000 KASUMI OOOOO¥OKASUMI OOW-CDMAOOOOOODOO
ooo0000o0bO0bOOobOO0obO0o0obU0bOobODOooOoobOoboDoo

m 0000

1) “National Institute of Standards and Technology,” Data Encryption Standard (DES), Federal Information
Processing Standards Publication, vol.46, no.2, 1993.

2) “National Institute of Standards and Technology,” Data Encryption Standard (DES), Federal Information
Processing Standards Publication, vol.46, no.3, 1999.

3) http:/mww.nist.gov/aes] 2008.11.120 O

4) *“National Institute of Standards and Technology,” Specification for the Advanced Encryption Standard
(AES), Federal Information Processing Standards Publication, vol.197, Nov. 2001.

5) “National Institute of Standards and Technology,” Secure Hash Standard, Federal Information Process-
ing Standards Publication vol.180, no.2, 2002.

6) “National Institute of Standards and Technology,” Secure Hash Standard Change Notice 1, Federal In-
formation Processing Standards Publication, vol.180, no.2 Change Notice 1, 2004.

7) http:/Avww.nist.gov/hash-competition 2008.11.120 0 O

8) http:/Avww.cryptonessie.orgd 2008.11.120 O

9) http:/mwww.cryptrec.jp0 2008.11.121 0 O

10) http:/Avww.jtclsc27.din.de/en2008.11.127 0 O

11) http:/Avww.ietf.org0 2008.11.121 0 O

12) http:/Avww.3gpp.orgd 2008.11.12 0 O

13) http:/wvww.3gpp2.or@ 2008.11.120 0 0

14) 0000000,“0000000 3GPPOUOD DUODODOODOKASUMIODOODO"OODOOOOO
00000000 m OO0 BPOOpp.194-199 Sep. 2000.

0000000000 00000 © 00000000 2010 7)(7)



